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1 Introduction

The SensusRF™ Integrated Gateway is responsible for integrating Sensus RF Endpoints with an AMR
(automatic meter reading) system platform via a cellular network data connection. A network of Integrated
Gateways is managed by a centralized network management platform IRIS*. The Gateway receives readings
and alarms from meters and repeaters and transmits them to the IRIS server. Meter information collected
by IRIS can either be passed to the Sensus Meter Data Manager Hemera” or a utility’s own Meter Data
Manager. An individual Gateway can also be managed locally by its own internal IRIS Light management
system instead of the centralized IRIS server.

The SensusRF Gateway has an inbuilt webserver that can display and configure information about the
Gateway itself, perform the configurations of GPRS, Ethernet and IRIS Lite Server, verify Task Status,
upgrade firmware and verify radio information that is being collected.

The Gateway can send the information through GPRS using a SIM card or through the Internet using an
Ethernet cable. This document will describe the operation of SensusRF Integrated Gateway and a step-by-
step of configuration that must be executed on SensusRF Gateway webserver.

Warning: The power supply has live parts when switched on that may cause electric shock. The electrical
installation must be made by a trained professional.

Disposal: Some versions of this product may contain rechargeable batteries. In the interest of protecting
the environment, these batteries may not be disposed in household waste.

The local and national regulations for environmental protection are to be considered.

Y2 |RIS & Hemera are trademarks of CAS Tecnologia
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2

3

4

Hardware Description

2.1 Packaging
The package contains:

e The SensusRF Integrated Gateway

e Gateway USB cable

e 2 Antennas (one SensusRF, one GPRS)
* Installation Guide

Outside the cabinet

Power Supply GPRS antenna SensusRF antenna

Warning: Internally there are live parts when switched on that may cause electric shock. The electrical
installation must be made by a trained professional.

The power supply is suitable for AC 88-264 volts, 50-60Hz.
Connect the GPRS/GSM antenna, handtight only.
Connect SensusRF antenna, handtight only. There are two different antennas available for the gateway

(one for 433 MHz and a different one for 868 MHz). The antenna supplied with the gateway will match the
SensusRF frequency of the Gateway.

Inside the cabinet

@Attention: Before opening the cabinet, make sure that the AC power is disconnected!

The figure below illustrates the layout inside the cabinet:



0
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5 Power Supply
5.1 Mains Power Supply AC

@Attention: Before opening the cabinet, make sure that all AC power is disconnected!

Warning: Internally there are live parts when switched on that may cause electric shock. The electrical
installation must be made by a trained professional.

AC POWER SUPPLY

AC INPUT 88 ~ 264 VAC

Frequency 50-60 Hz
Output Voltage 12v
Output Current 0.83A
Output Power 10W max

5.2 Optional DC power supply

There is an option for the Gateway to be powered by DC e.g. using Solar panel with battery backup.

To connect an optional DC power supply:

Warning: Internally there are live parts that may cause
electric shock when switched on. The electrical
installation must be made by a trained professional.

Disconnect the AC voltage cable from the mains power
supply and disconnect and remove it from the Gateway.

Use the cable from the external DC feed pull it through
the cable fixing screw.

Connect the DC voltage to the green DC input terminal
connector indicated below. Ensure the polarity is
correct!




5.2.1 DC power Specification

Model 300.128
DC INPUT 12 to 24 VvDC
Battery Charger | 230mA (Max)
Output Voltage 6.5V

Output Current 2A

Output Power 13.7W
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5.3 SIM Card Connectors

On the Gateway main board, there are two SIM card slots as illustrated below:

SIM card in slot 1 (top slot):

SIM card in slot 2 (bottom slot - do not use):




NOTE
Use the SIM card slot 1 only.
Before inserting the SIM card make sure that:

1. Either the correct SIM pin code is already configured in the gateway software as shown in the
following chapters, or

2. The PIN code is disabled.

Otherwise the SIMcard might be blocked due to the gateway using the default PIN which may be the wrong
PIN code.

6 Installation
Wall Mounting: For wall mounting, the enclosure should be fixed to the wall, using 7mm diameter screws.

The antenna should be positioned as shown below:
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Pole Mounting : For pole mounting, hanger straps (not supplied) must be used.

6.1 Physical & Environmental Specifications

Gateway enclosure details:

¢ Aluminum Enclosure
* Length:

e Width:

¢ Thickness:

e Temperature stability:

* Protection:

306 mm

242 mm

113 mm
-20Cto+70C
IP65



7

LED Indicators (internal)

LEDs: The gateway has eight LEDs inside the enclosure, as described below:

System LED: Green LED that indicates the operating status of the equipment.

o Permantently lit: the unit is working correctly & (if in Iris server mode) connected to the
Iris server, or

o Blinking: the unit is trying to connect to the server.
Modem LED: Red LED that indicates the state of the GPRS Modem.

o Permanently off: The modem is turned ON
o Permanently on: The modem is OFF
o Blinking: The SIM Card is present & the GPRS modem is registered on the

GSM Network.
Communication LED: Orange LED that indicates the status of the SensusRF radio Transceiver (called
SiRT).
o LED blinks when the SiRT (SensusRF Radio Transceiver) receives any radio package (BUP,
SEMI, RAT, ...). This LED is controlled by the CPU.
GPRS RSSI LEDs: five LEDs indicating the signal strength
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8 Gateway internal webserver

Local communications with the SensusRF Gateway (e.g. for initial configuration) can be performed by
connecting the mini USB cable or the Ethernet cable connected to a PC or notebook with a standard web
browser, such as Chrome or Firefox. The figure below illustrates the location of these connections:

Use only the top slot for the SIMcard 1, as indicated in Figure 8-1 below:

FIGURE 8-1 - SIMCARD 1



8.1 8.1 SensusRF Gateway Installation

After connecting the Gateway via USB, there will be two components looking for drivers:

e CDC Serial, and
*  Linux USB Ethernet / RNDIS:

- ™

4L Other devices

B, cDC Serial
1% RNDIS

- Portable Device
4. . Ports (COM

« Standard
« Standard
« Standard Serial over Bluetooth link (COM22)

« Standard Serial over Bluetooth link (COM23)
=% Processors

Both drivers are located on the virtual drive “CAS Gateway”. The first time a PC is connected to a gateway it
will be necessary to install these drivers. For this follow the steps below:

1) Access Device Manager by entering “Device Manager” in the start menu search field and click on
the “Device Manager” application icon.

2) In “Device Manager”, right click on the icon CDC Serial and select the option “Update Driver
Software”

4_]};; Other devices

_Jb CDC Serit | ypdate Driver Software...
JL RNDIS Disable

> -] Portable De Uninstall

:‘"'w' Ports (COM
.H Standard
‘H, Standar
«r Standard Serial over Bluetooth link (COM22)
- Standard Serial over Bluetooth link (COM23)

> =3 Processnrs

Scan for hardware changes

Properties

3) On the next screen, select the option to “Browse my computer for driver software”:
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How do you want to search for driver software?

2 Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver
software for your device, unless you've disabled this feature in your device
installation settings.

< Browse my computer for driver software
Locate and install driver software manually.

4) Then, select the option “CAS Gateway” and click on “OK”.

G 1 Update Driv

Browse for dif

Select the folder that contains drivers for your hardware.

Search for driver

b _5'] Libsraries
& #dy Homegroup
[# Include subfoli bR lucas
+ & Computar
" & Windows (C)
I ege Data (D)
I v Macintosh HD (E)
| ‘|@| CAS Gataway{F:]”
* letme p _ ;
This list will 4§ Drivers
sottware in f v ) Linug
b MacOSX
bk Windows
| FOUMD.O0O0

p H MozyHome

Gi\ed\CH100D)

I Wiy Network

Eolder: CAS Gateway (F:)




Installing driver software...

| —

5) The device is updated, as shown below:

e
a £ cas302
4 i‘ Adaptadores de rede
Q Atheros ARB161/8165 PCI-E Gigabit Ethernet Controller (NDIS 6.20)
i?., Cisco Systems VPN Adapter for 64-bit Windows
¥ Dell Wireless 1703 802.11b/g/n (24GHz)
Q Dispositive Bluetooth (Rede Pessoal)
'@ Dispositive Bluetooth (TDI de Protocolo RFCOMM)
- B, Adaptadores de video
149 Baterias
- -78 Computador
1% Controladores de som, video & jogos
| g Controladores IDE ATA/ATAPL
b i Controladores USE (barramento serial universal)
12| Dispositivos Biométricos
3 % Dispositivos de imagem

2 % Dispositivos de Interface Humana

|+ -8 Dispositivos de sistema

[ E’ Meonitores

3 B Mouse e outros dispositivos apontadores
4 1@ Outros dispositivos

| &= Teclados
I+ =y Unidades de disco
> g} Unidades de DVD/CD-ROM

The same procedures must be applied for updating the Linux USB Ethernet / RNDIS. After updating,
the driver will appear in “Device Manager” as below:
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> Mice and other pointing devices

:> % Monitors

4 K Network adapters

i-' Bluetooth Device (Personal Area Network) #2

- & Bluetooth Device (RFCOMM Protocol TDI) #2

- & Broadcom 802.11n Network Adapter

- B4 Cisco Systems VPN Adapter for 64-bit Windows
';_.' Linux USB Ethernet/RNDIS Gadget
- ¢ Microsoft Virtual WiFi Miniport Ad |Update Driver Software... |
- B TAP-Win32 Adapter V9 Disable

> -] Portable Devices Uninstall

4o Ports (COM & LPT)
-z Gadget Serial (COM16) Properties
« Standard Serial over Bluetooth linkycomwrzuy

—ezr Standard Serial over Bluetooth link (COM21)

ez Standard Serial over Bluetooth link (COM22)

« Standard Serial over Bluetooth link (COM23)

> =@ Processors

> & sD host adapters

Scan for hardware changes

e | @ E HEE B XS

a5 cas302
4 uF Adaptadores de rede
Pk /&Y Atheros ARB161/8165 PCI-E Gigabit Ethernet Controller (NDIS 6.20)
vy Cisco Systems VPN Adapter for 64-bit Windows
¥ Dell Wireless 1703 802.11b/g/n (2.4GHz)
lil‘ Dispositivo Bluetooth (Rede Pessoal)

S DicpositivemBlasssostin iR o RFCOMM)
| & Linux USE Ethernet/RNDIS Gadget

» M Rgaptadores de video

b 45 Baterias

> % Computador

»-%| Controladores de som, video e jogas

b - Controladores IDE ATA/ATAPI

> a Controladores USE (barramento serial universal)
518 Dispositivos Biométricos

»-I5y Dispositivos de imagem

> 5 Dispositives de Interface Humana

>-{M Dispositives de sistema

» - Monitores

> ﬂ Mouse e outros dispositivos apontadores
4.7 Portas (COM e LPT)

i YT Gadget Serial (COMY)

> J2¥ Processadores

>- Radios Bluetooth

>0 Teclados

> g Unidades de disco

> -y Unidades de DVD/CD-ROM
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6) Check the extended properties of the device and enter manually the IP address of the gateway
192.168.7.1. For this, right click on icon and select the option “Properties”, then on “Advanced”
tab, type the address as shown below:



b~ Mice and other pointing devices

Dﬁr Monitors

45‘ Network adapters

‘[.' Bluetooth Device (Personal Area Network) #2

------- 5[.' Bluetooth Device (RFCOMM Protocol TDI) #2

------- & Broadcom 802.11n Network Adapter

------- & Cisco Systems VPN Adapter for 64-bit Windows

----- & Linux USB Ethernet/RNDIS Gadget

------- & Microsoft Virtual WiFi Miniport Ad Update Driver Software...

------- K¢ TAP-Win32 Adapter V9 Disable

» -] Portable Devices Uninstall

4. Ports (COM & LPT)

s Gadget Serial (COM16) Promertics |
~wzr Standard Serial over Bluetooth linkreemrzor

ez Standard Serial over Bluetooth link (COM21)

oz Standard Serial over Bluetooth link (COM22)

- «= Standard Serial over Bluetooth link (COM23)

b= Processors

Dw SD host adapters

Scan for hardware changes

| [General| Advarcad | Dvaer | Detais

The fodicwang proparbes ana svatatie for this natwork adapter. Click
The property you wanl to change on the kefl, and than select its value
on tha right

Propatty: Wl
= [192.168.7.1

™ Mot Prasont

7) If you are using an http proxy, it is necessary to set the address 192.168.7.2 in the proxy
configurations in order to access the SensusRF Gateway by Firefox:
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abi_uca Proxics ta Aocess the Internet

I} Mo provy

) Auto-detect prowy settings for this network
0 Use system prowy. sellings

_M"Km:cm_ proxy conliguration:

HTTP Progy: 177302544 Port 31280

1 Lige this prowy server for all pratocols
551 Prowy: 172302544 | Pom: | 3128%
TP Pigwy: - 172.30.254.4 | Por | 21285
SCICKS Host: - 172.30.254.4 | Bt | 3n28
SOCKSwd W SOCKS WS ] Remole DNS
MNa Proxy for:
192.168.72

Example: mozilla.org, netnz. 192.168.1.0/24
0 Mtomatic prowy configuration URL:




9 Configuring the Gateway

The Gateway can be configured using a Chrome or Firefox webbrowser. Access the file storage in the

gateway called “CAS Gateway” on “My computer” (Figure 9-1) and start the webserver application by

double clicking on file “START.htm" (Figure 9-2).

4 Hard Disk Drives (3)
Windows (C:)

-

1,39 GB free of 160 GB

4 Devices with Removable Storage (1)

CAS Gateway (F)

60,5 MB free of 69,4 MB

4 Other (1)

. MozyHome
. System Folder

Data (D)

10,9 GB free of 256 GB

Macintosh HD (E:)

" 197 GB free 0f 49,3 GB

FIGURE

9-1. SENSUSRF GATEWAY ON MY COMPUTER

1% Computador
& o5
(s Novo volume (D:)
52 CAS Gateway ()
L App
|/ Docs
\| Drivers
1 utils
s Publico (\\brasil) (Z:)

u-bootimg

/2013 11:48

Arquivo deImagem do Disco 371 KB

=
T
(J\) [ » Computador » CAS Gateway (F) » ~ [ %2 [ Pesquisar CAS Gateway (7) o]
Organizar Compartilhar com Gravar Mova pasta =~ [ @
i Nome : Data de madificag.. Tipo Tamanho
B Area de Trabalho App 18/03/201312:04 Pasta de arquivos
& Downloads Docs 18/03/20131207  Pasta de arquivos
% Locais Drivers 180320131210 Pasta de arquivos
Z SkyDrive utils 01/01/20000034  Pasta de arquivos
autorun.inf 180820132321 Informagdes d configuracio 1K8
4 Bibliotecas beagle-chat 01/01/200000:02  Arquiva K8
[ Documentos IMAT_DS_VOL_HDR 09/09/20130971  Arquive 3ke
] Imagens 180320131148 Arquive 9 Ke
o) Misicas 20131210 Arquive MD 1K8
B Videos 132325 Firefox HTML Document 1K8

FIGURE 9-2

. START.HTM ON MY COMPUTER
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On the initial page of the SensusRF Gateway are displayed the login fields, as shown in figure 9-3.

SENsuUs

CAS Gateway

Username

Password

Login

-

www.castecnologia.com.br
Copyright CAS Tecnologia

FIGURE 9-3. GATEWAY HOME PAGE
To log in to the Gateway, user must use the information:
Username: admin
Password: admin
Note: Both are “admin”, all lower case letters.

Currently, the Gateway can be accessed by Firefox and Chrome browsers.



9.1 Gateway Online Status
After logging in to the Gateway, the initial page displayed is “Gateway Online Status” that provides
information about Task Status, Connection Status and Sensors Status.

The figure 7-1 illustrates the “Gateway Online Status” page. Note that some of the “Connection” status
boxes will be red if the gateway has not been configured.

-
CAS SENsSUS

COMMUNICATION ~ SERVER RADIO ~ ADVANCED ~
Gateway Status
Tasks Connection Sensors
u Supervisor Server: Connected a Temperature: 23°C
Services Task n PPP: ON Door: Closed
B2 Radio Task B3 Simcard: READY DC Power Supply: 12.4V
u Modem Task u dBm Level: -106

u Sensors Task

uAppia Task

FIGURE 9-4 - GATEWAY ONLINE STATUS

The information relating to tasks, connections and sensors are displayed as green when they are operating
correctly or within normal tolerances and red when are not. In order to update the information on screen it
is necessary to click on the “Refresh” button.

9.2 Tasks
The tasks clours are displayed according to their status. Below is a brief description of the tasks:

Supervisor — Task that supervises the Integrated Gateway verifying everything is working correctly.
Services Task — Task that manages the webserver communication

Radio Task - Task that controls the SensusRF Radio

Modem Task — Task that controls the GPRS communications

Sensors Task — Task that monitors the internal sensors (door, temperature etc)

Appia Task — Task that controls the communication protocol with the Modem.

In order to go back to “Gateway Online Status”, click the “Status” tab and select the option “Tasks”. The
page does not automatically refresh but can be refreshed with the “Refresh” button.
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9.3 Connection

The information displayed in the “Connection” column is “Server” (Connected or Disconnected), “PPP” (ON
or OFF), “SIMCARD” (Ready or NOT Ready) and the GPRS received signal level. The same format is used as
for Status: Online/Ready will be display in green and offline will be displayed in red.

‘._f:') — QGoUT
CAS SENSuUS
- COMMUNICATION ~ SERVER RADIO ~ ADVANCED ~
Gateway Status
Tasks Connection Sensors

u Supervisor Server: Connected u Temperature; 23°C

Services Task PPP: ON Door: Closed

Radio Task 3 Simcard: READY DC Power Supply: 124V

Modem Task dBm Level: -106

Sensors Task

Appia Task

FIGURE 9-5 - GATEWAY ONLINE STATUS — CONNECTION

9.4 Sensors

The Status information displayed is Gateway Internal Temperature, Door Sensor (Open or Closed) and DC
Power Supply (measured voltage).

‘.;cﬂ, = LANGUAGES | LOGOUT
CAS SENsSUSsS
G AY ~ COMMUNICATION ~ SERVER RADIO ~ ADVANCED ~
Gateway Status
Tasks Connection Sensors

Supervisor Server: Connected Temperature: 23°C

Services Task PPP: ON Door: Closed

Radio Task B3 Simcard: READY DC Power Supply: 12.4V

Modem Task dBm Level: -106

u Sensors Task

Appia Task

FIGURE 9-6 - GATEWAY ONLINE STATUS - SENSORS



9.5 Gateway Info

On the “Gateway Info” screen is information about the Gateway hardware and firmware configuration. The
information refers to the GPRS Modem, Ethernet interface and SensusRF Radios as well as the firmware
versions. In order to access “Gateway Info” screen, click the tab “Gateway” then “Info” as shown in Figure
9-7.

(.._c:') = LoGOUT |
| ca SENSUS
e ¥ COMMUNICATION ~ UPLOAD ~ RADIO ~ ADVANCED ~
STATUS
Gateway Info
_— INFO
Modem Radio Gateway
SSN Simcard #1: 8944110066728425658 Sirt 1D: 74:19:30:03:00:00:00:35 Firmware version:
Modem IMEI: 3548880413858704 Radio SN: 01C9C3A3 Modem 01-01-004
Frequency: 433 Mhz Services 01-01-004
Eth t SIRT Firmware Version: 1.0.0.4 Sensors 01-01-004
CIne Sirt 01:01-008
Appia 01-01-005
Mac Address: 1C:BA:8C:9B:EA:TT Inter 01-01-006

SMTPServer 01-01-001
Supervisor 01-01-004

192.168.7.2/gatewayfinfophp

FIGURE 9-7 - GATEWAY INFO
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10 Configuring GPRS & Ethernet parameters

10.1 GPRS Parameters
To configure GPRS information, click the “Communication” tab then “GPRS”. This will display the “GPRS
Parameters” screen. The Figure 10-1 illustrates the path to access this screen.

f\

</ =
CAS SENsUs

Gateway Online Status T

ETHERNET

SERVER RADIO ~ ADVANCED ~

FIGURE 10-1 - GPRS PARAMETERS

In order to configure GPRS it is necessary to fill in the fields below and then click the “Save” button. The
fields are:

Carrier APN - SIM1 Access Point Name (APN) of mobile network

Authentication — SIM 1 Type of authentication used (None, PAP or CHAP).

User name - SIM 1 User name for authentication
Password — SIM 1 Password for authentication
PIN Simcard 1 PIN code if PIN LOCK is enabled on the SIM card
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The Figure 10-2 illustrates an example of a GPRS configuration.

PN -
CAS SENSUS

GPRS Parameters K

Carrier APN - SIM 1 (Upper)

internet t-mobile

PIN - SIMCARD 1
SMS PIN

[ Save | Detaurs |

FIGURE 10-2 - EXAMPLE OF GPRS CONFIGURATION

It is also possible to set the GPRS & server configuration remotely by sending SMS messages. This feature is
explained in more detailed Section 20, SMS commands.

10.2 Ethernet Parameters




To configure the Ethernet settings, click the tab “Communication” then “Ethernet” (as shown in figure 10-1)
which will display “Ethernet Parameters” screen.

(_f—-, = LANGUAGES | LOGOUT
CAS SENsSUS
TATUS COMMUNICAT SERVER  RADIO =  ADVANCED -
. GPRs
Gateway Online Status

FIGURE 10-3 - ETHERNET PARAMETERS

DHCP can be enabled by toggling the button “Enable DHCP” to “ON” and then clicking the button “Config”.
If DHCP is disabled (OFF), the fields IP, Mask and Gateway Default must be completed then saved with the
“Config” button. Figure 10-4 illustrates an example of Ethernet configuration with HDCP enabled.

K-fj =
CAS SENSUS

Ethernet Parameters

Enable DHCP

ao

Ip

Example: 192.168.10.2

Mask

Example: 256.255.255.0

Gateway Default

Example: 192.168.10.1

FIGURE 10-4 - ETHERNET PARAMETERS

SensusRF gateway user manual | 17/04/2015



SensusRF gateway user manual | 17/04/2015

11 Server Mode Configuration

When the Gateway is initialized for the first time, server mode should be configured. This configuration is
available on the “Advanced” tab then the “Settings” option.

(_-ﬁ‘*, = uT
CAS SENSUS
o GATEWAY ~ COMMUNICATION ~ UPLOAD ~ RADIO ~
’ ; Settings
Password Changing Gateway Utils
——————— Firmware Upgrade
Current Password Installation Mode Firmuware License Agreement
New Password Server Mode
New Password (Again) e
® Iris Light
Ea Gateway Commands

162168.7.2/qateway/formsettings php

Figure 11.1 Advanced Settings

There are two server mode options: IRIS Server and Iris Light. In IRIS Server mode, all readings collected by
the Gateway are processed by the central IRIS server, and collected by a Meter Data Manager (such as
Hemera). In Iris Light mode, all readings collected are compiled into a CSV file, and either emailed to a pre-
configured email address or uploaded via FTP/FTPS.

By default, the Gateway is configured in IRIS Server mode. When this option is selected, the Gateway
displays the following tab options:

STATUS ~ COMMUNICATION ~ SERVER RADIO ~

Figure 11.2 IRIS Mode - Tab options

When Gateway is configured on Iris Light mode, following tab options are displayed:

CAS sSeENsSUsS

STATUS ~ COMMUNICATION ~ UPLOAD ~ RADIO ~

Figure 11.3 SMTP Mode - Tab options

11.1 IRIS Server Mode -Parameters
To connect with a central Iris Server it is necessary to configure the settings on the “Server” tab.



Fill in the fields IP address and the Port of the Iris Server, then click on button “Config”. Figure 11-1 shows
the “Server Parameters” screen.

< =
CAS SENSUS

o

Server Parameters

Server IP

201.85.19.86

ample: 200.189.178.148
Server Port

30001

Example: 40001
[ Cont | Detaus |

FIGURE 11-1 - SERVER PARAMETERS

11.2 Iris Light mode - Parameters

On tab “Upload” is possible to configure the parameters to allow SensusRF Gateway in SMTP Mode. For
this, it is necessary to fill info in following tab options:

NTP

Routes
Readings
Email Profile

SensusRF

FIGURE 11-2 - UPLOAD TAB OPTIONS

11.2.1 NTP

It is essential that the gateway has the correct time and time-zone. Use the NTP option to configure the
gateway to connect to a Network Time Server for the appropriate timezone.

Ui~ =
CAS SENSUS
Sl STATUS = COMMUNICATION -  UPLOAD -  RADIO ~  ADVANCED ~

Server

Timezone

GMT-3
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FIGURE 11-3 - NTP CONFIGURATION

11.2.2 SensusRF
On SensusRF option, should be informed two information: Encryption Key and Ghost Filter.

Qﬁ = (B LANGUAGES | Lo s0UT
CAS SENSUS
STATUS ~ COMMUNICATION ~ UPLOAD ~ RADIO ~  ADVANCED ~
SensusRF
iPerl Hex Encryption Key
Ghost Filier
S

FIGURE 11-4 - SENSUSRF CONFIGURATION

In the Encryption Key field, enter the hexadecimal key used to decrypt the SensusRF meter reading
messages. The key need to be a same as that used in all the meters. Note, if no key is entered, the default
key is used.

In the Ghost Filter enter valid SensusRF network addresses masks, so that the Gateway only will register
devices whose addresses are within one of the valid masks.

11.2.3 Email Profile
If the gateway is operating in Iris Light mode it is possible for the meter reading to be sent as a single
comma delimited file (CSV) to a pre-configured destination either by SMTP email or by FTPS.

If the gateway is to send emails it requires a remote SMTP server. On the Email Profile page enter the
parameters that allows the Gateway to connect to the remote server in order to send emails to one or
more recipients.

The sending of emails can be enabled and disabled (without deleting the configuration) using the “ACTIVE”
toggle switch.



|/ & CAS Tecnolagia - Gatewa, x |

€ - C' |[}192168.7.2/gateway/formmailcfg.php wH =
&% = @ LANGUAGES | LOGOUT
CAS SENsSuUs
e GATEWAY =~  COMMUNICATION =  UPLOAD ~  RADIO *  ADVANCED ~
J 2 NTP
Email Profile
—_— Routes
Active Readings
Email Profile
SMTP Server ———
Type the SMTP server —

Port
Type the SMTP server porl
Email Address
Email Address
Password
Password
Security
None
SSLTLS

STARTTLS
Email to

Email separated by comma

EQE

182.168.7 2/gateway/formmailcigiphp

FIGURE 11-5 - EMAIL PROFILE CONFIGURATION

The following fields must be configured:

e SMTP Server name

e SMTP Server port

* Login information about the email account: address and password
e Type of security used

e Email addresses to send the files to (separated by a comma)

Click the “Save” button to save configuration. To validate this configuration, click on Test button.

11.2.4 FTP Profile

If the meter readings CSV file is to be sent by FTP or FTPS then the FTP page must be configured (“Upload”
tab then “FTP profile”).
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(._c:') = LANGUAGES | LOGOU
CA SENSUS

GATEWAY ~ COMMUNICATION ~ u

RADIO ~ ADVANCED ~

FIP

Active

Server

m

xample: fip.cas.com

Port

Pass
Password
FTP Protocol
FTP
ETPS (Over TLS)
Directory (Empty for root directory)

Use / o separale

BB

182168.7.2/gateway/formftp.php

FIGURE 11-6 - FTP PROFILE PAGE

The following fields must be configured:

* Server name

e Server port

e Login information about the FTP account: address and password
e The FTP protocol used

e Destination directory

Click the “Save” button to save configuration. To validate this configuration, click on Test button.



11.2.5 Meter Readings
In order for the gateway to collect meter readings and send them either via SMTP email or via FTP, it is
necessary to configure 1 or more schedules on the scheduler page.

< =
CAS SEMNSUS

STATUS ~ COMMUNICATION ~ UPLODAD ~ RADID ~ ADVANCED ~

Scheduler

Position
Interval

Position  Next Execution (seconds) Edit
Hext Exacition 1 00:30:00 3600
i) Y 2010412015

Interval (seconds)

Last Readings

Figure 11-9 Reading configuration

To configure a task, enter:

e Position: the row in the gateways schedule table this command should be stored. There are 255
positions.

e Start Date: Indicates when the command should be executed by the first time (date and hour). This
will be updated automatically by the gateway once the schedule has executed. It will be
incremented by the interval set.

e Interval: How often (in seconds) should this command be executed. An interval of -1’ disables a
particular task.

(.k‘:j = P S
CAS SENSUS

) . STATUS ~ COMMUNICATION ~ UPLOAD - RADIO ~ ADVANCED -~

Scheduler

Position

Interval
Position Next Execution (seconds) Edit
Next Exccution 1 00:30:00 3600 E2
) by 201042015

Interval (seconds)

Last Readings

FIGURE 11-7 - EXAMPLE READING SCHEDULED (HOURLY READS STARTING AT 00:30 oN 20-APRiL 2015)

To change the schedule information, click on button == . Schedule information is displayed on
correspondent fields. Make with changes and click on Save button.

To disable a schedule, enter “-1” in the Interval field and save it.
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When the “Download” button is clicked, 2 files are downloaded:

e one with the last readings collected and decrypted by the Gateway;

e one with any readings that the Gateway could not decrypt. These may then be decrypted if the

encryption key is available.
The content of readings files requested via the application or sent by email/FTP is the same.
A decrypted readings file is composed of the following fields:

« METER_ADDRESS

« READING_DATE

« READING_VALUE_L

« LOW_BATTERY_ALR

« LEAK_ALR

e MAGNETIC_TAMPER_ALR
« METER_ERROR_ALR

« BACK_FLOW_ALR

« BROKEN_PIPE_ALR

e EMPTY_PIPE_ALR
SPECIFIC_ERROR_ALR

When an alarm field has 0, it means that this alarm is inactive. When it has 1, alarm is active.
File with readings that couldn’t be decrypting file is composed by the following fields:

e METER_ADDRESS
* READING_DATE
* RAW_TELEGRAM

11.2.6 Routes
On the Routes option are recorded all the activation routes for repeaters present in network.

CAS SENSUS

STATUS COMMUNICATION ~ UPLOAD ~ RADIO ADVANCED

Routes
Repeaters Current Route
2021-000-00861 &

2021-000-0067
2021-000-0080

| Add | Remove

# Repeater Activation List

FIGURE 11-8 - ROUTES CONFIGURATION

In the Repeaters box are listed all the repeaters reached by gateway. This is populated automatically by the

Gateway. These repeaters can be used to build one or more routes to access meters.

To add a new activation route, select the desired repeater and click the Add button. The Repeater is added

to the current route. To register this route, click on Write button.



When route is writing, it is listed on Repeater Activation List area.

(_.ﬁ‘_) = ANGUAGES | LOGOU
CAS SENSuUs
h STATUS ~ COMMUNICATION ~ UPLOAD = RADIO ~ ADVANCED ~
Routes
Repeaters Current Route
2021-000-0061 -
2021-000-0067
(21-000-0080
# Repeater Activation List
1 R 2021-000-0061 R 2021-000-0057 } 0 oo
2 8 2021 ouc-0061 oDo

Figure 11-12 Repeaters Activation List

Below there is an example of activation route:

CAS Gateway g 2021-000-0067 8 2021-000-0061 8 2021-000-0080

FIGURE 11-9 - ACTIVATION ROUTE EXAMPLE

In the example above, repeater 0080 should be activated by repeaters 0067 then 0061.

e To activate a route, click the button =

*  When route is valid and was activated correctly, the Stat field show icon E

e When a route is invalid or is not activated, the Stat field displays icon
Important:

1. Note that activation route should reflect the physical network.

2. If existing repeaters present in network that are not achieved directly by the Gateway, all possible
routes at this time must be create and activate. Once the repeater is achieved indirectly by the
gateway, it will be displayed in the Repeaters field and a new activation route must be create for
this new repeater. This procedure should be executed until no repeater remained without
activation route.

12 Radio Info

In order to select ‘Devices Info’, access the tab ‘Radio’. On “Devices Info” it is possible to visualize the
information that has been collected by the Gateway. The information displayed is Radio Address, last Signal
Level received and Device Type from all Endpoints and Repeaters that are communicating. The Figure 12-1
illustrates “Devices Info” screen.
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=181
i cas Tenologa - Gateway. x

GIE "B 9 $aO =

€ @ 19216872

2} meistesucht T Erste Scvitte . Aktuele Nachvichten £63 CAS Gateway USB == SensusREAD | Hemera CAS | | Hemera Ludwigshafen

PN =

CAS SENSUS
Devices
Date Radio Address Device Type Signal Level
30/06/2015 09:59:32 1429-102-9127 Endpoint 97.3
30/06/2015 09:59:17 1010-007-4519 Endpoint 908
30/06/2015 09:59:29 1429-102-8766 % Endpoint 943 =
30062015 09:59:29 1429-102-8788 Endpoint 973
30/06/2015 09:59:18 1010-000-7553 Endpoint 87.3
30/06/2015 09:59:33 1429-102-8720 Endpoint 958
30/06/2015 09:59:33 1030-000-0955 Endpoint 1053
30/06/2015 09:55:43 1429-101-2131 Endpoint 1033
30/06/2015 09:59:18 1010-002-1094 Endpoint 893
30/06/2015 09:59.21 1429-102-9421 Endpoint 928
30/06/2015 09:59:33 1000-000-0000 Endpoint 96.8
30/06/2015 09.59:31 1010-001-4198 Endpoint 848
30/06/2015 09:59:31 1429-100-2140 Endpoint 100.8
30/06/2015 09.59:31 1429-102-8921 Endpoint -968
30/06/2015 09:59:31 1429-102:9179 Endpoint 938
30/06/2015 09.59:31 1030-000-1493 Endpoint -1013
30/06/2015 09:59:31 1030-000-0363 Endpoint 1003 =l

FIGURE 12-1 - DEVICES INFO SCREEN

12.1 Clear Table

On the Devices Info page there is the button ‘Clear Table’ that can be used to delete all devices (endpoints
and repeaters) linked to the Gateway. This button can be used after an installation and if the user wants to
delete all devices and load information again.

13 Operation Mode

On the ‘Radio’ tab there is the option ‘Operation Mode’. The operation mode sets the Gateway to ‘Normal
Mode’ or ‘Transparent Mode’. The Transparent Mode sets the gateway to keep a direct channel with the
SiRT. The Normal Mode is the default mode that sets the Gateway to access all functionalities, for example:
Intelligent Block. In order to set the Gateway in any mode, select the option desired and click on ‘Save’
button. Also, there is the ‘Default’ button that sets the Gateway to ‘Normal Mode’ automatically. After save
the option desired, it is necessary to Reset the Gateway. The Figure 13-1 illustrates the “Operation Mode”
screen.



(_C.. =
CAS SENSuUs

STATUS ~ COMMUNICATION ~ SERVER

Radio operation mode

Select the operation mode

Normal Mode

Normal Mode:
| Transparentmode |

FIGURE 13-1 - OPERATION MODE SCREEN

14 Installation Mode

There is a functionality that sets the Gateway on ‘Installation Mode’ that allows the Gateway to keep
devices information even if there is no connection. During the ‘Installation Mode’ configured, all readings
will be received with date of the year 2000. This mode is configured just to verify if the network is working
correctly between the gateway and devices. In order to activate this mode, it is necessary to access
‘Advanced’ tab > ‘Settings’. On ‘Installation Mode’ set the button to ‘ON’, then reset the Gateway through
‘Gateway Restart’ button. The figure 14-1 illustrates “Installation Mode” button. The figure 14-1 illustrates
the “Gateway Installation” mode.

(_.P-_‘ | — LANGLIAGE!
CAS SENSUs
GATEWAY > COMMUNICATION ~  UPLOAD =  RADIO -
. m Settings
Password Changing Gateway Utils
_— Firmware Upgrade
Current Password Installation Mode Firmware License Agreement
New Password Server Mode
New Password (Again) s el
@ Iris Light
Ea Gateway Commands

The figure 14-1 illustrates the “Gateway Installation” mode

NOTE: For security reasons, if the SensusRF Gateway is left on ‘Installation Mode’ for more than 12 hours
the gateway will disable automatically returning to the Normal Mode.

15 Resetting the Gateway

In order to reset the Gateway it is necessary to access the tab ‘ADVANCED’ and select the ‘Settings’ option.

To reset, just click on ‘Gateway Restart’ button and wait a few seconds to finish the process. The Figure
15-1 illustrates the “Gateway Restart” button.
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‘_C‘. =
CAS sensus
STATUS - COMMUNICATION - SERVER  RADIO ~
Password Changing Gateway Installation
Current Password m
Gateway Commands
New Password
New Password (Agamj .
Reset to the firmware factory
E3
Download Log Files

FIGURE 15-1 - “GATEWAY RESTART” BUTTON

16 Password Changing
On “Password Changing” is possible to update password of access to the system. For this, it is necessary to
click on tab “Advanced” option “Settings”. The fields that must have be filled are Current Password, New

Password and New Password (Again), and then click on button “Save”. The figure 16-1 illustrates “Password
Changing” screen.

(_c:-, =
CAS SENsSUS

STATUS ~ COMMUNICATION ~ SERVER RADIO ~

Password Changing

Firmwars Upgrade

Current Password

New Password

New Password (Again)

Figure 16-1 Password Changing

17 Firmware Upgrade

It is possible to upgrade the firmware in the gateway through the upload of Firmware Files from a PC
connected to the gateway. For this it is necessary to access the screen “Firmware Upgrade” by clicking on
tab “Advanced” option then “Firmware Upgrade”. The user must select the file of firmware (which must be
on the attached PC) by clicking the button “Choose file” then clicking on “Upload”. The figure 17-1
illustrates “Firmware Upgrades” screen.



fg EEngus LANGUAGES | LOGOUT

TERNONCN STATUS ~ COMMUNICATION ~ SERVER RADIO ~

op

Settings

Firmware Upgrade

Firmware Upgrade

Select a Firmware File

Choose File = =

[ Upoao |

FIGURE 17-1 - FIRMWARE UPGRADE

After installing new firmware, the Gateway will restart automatically:

QF = LANGUAGES | LOGOUT
CAS SENsus -

STATUS - COMMUNICATION = SERVER  RADIO ~

Gateway is restarting, please wait...

18 Languages

Currently, it is possible to select the language for Portuguese or English by clicking on “Languages”. The
Figure 18-1 illustrates the option “Languages”.

Q’-‘j =
CAS SENSUS

Gateway Online Status

Tasks Connection Sensors
Supervisor Server: Connected Temperature: 25°C
Services Task PPP: ON Door: Closed
Radio Task Simcard: READY DC Power Supply: 12.2V
Modem Task dBm Level: -107

Sensors Task

Appia Task

g

FIGURE 18-1 - LANGUAGES

19 Logout

To log out of the system, click the button “Logout” which is on the upper right corner of screen. The Figure
19-1 illustrates the location of the Logout link.
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£y sEnsus |

COMMUNICATION ~ SERVER RADIO ~ ADVANCED ~
Gateway Status ‘
Tasks Connection Sensors
u Supervisor u Server: Connected u Temperature: 23°C
Services Task g Prr:ON Door: Closed
u Radio Task u Simcard: READY u DC Power Supply: 12.4 V

B Modem Task B dBm Level: 106

Sensors Task

Appia Task

FIGURE 19-1 — LOGGING OUT OF THE GATEWAY

20 SMS commands

The SensusRF Gateway has functionality that allows the user to send commands via SMS. This is useful for
situations where the user is not close to where the Gateway is installed. Firstly, in order to send a command
to the Gateway it is necessary send the PIN command. The PIN command opens a session between the
mobile phone and the Gateway. After the Gateway recognize the PIN, the session will remain active for 15
minutes. If a session has expired, the Gateway will answer an SMS sent to it with message: NACK-CLOSED-
SESSION indicating that the session expired.

The first step to sending commands via SMS is to find the phone number of the SIM CARD. For this, it is
necessary to send a specific command named as $Sgmin by using the IRIS Server. After select the Gateway
on IRIS Server, send the command below and the user will receive a SMS with the phone number:

*** 1,1,5gmin,(user’s mobile phone number).
For example: ***,1,1,5gmin,07777123456

After a few seconds, the user will receive a SMS with the phone number, as the example below:

RGN 5" m 16h06

8 011957084277 R

l This is my phone numberl AT+CMGF=1 J

Recebido por 5IM1: 15h55

Inserir mensagem 160

Enviar




Currently, there are five commands that are possible to send via SMS. These commands are explained in
the chapters below.

20.1 “pin” command

The “pin” command opens a session between the mobile phone and the CAS Gateway. After sending the
command, the Gateway will answer with an ACK (Acknowledge) or NAK (Not Acknowledge). The syntax of
the command is:

pin, PIN

Where:
PIN has to be the same PIN parameter registered on the Gateway (see Figure 10-1 - GPRS Parameters)

" B & 16h08

011957084277 %

This is my phone
numberl AT+CMGF=1

Recebido por SIM1: 15h55

=% PIN,0000

Enviada por SIM1: 16007

1860

&

Inserir mensagem

After send the PIN command, the CAS Gateway will answer ‘ACK’:

0" B R 14h23

Bl 011957084277 L %

This is my phone
numberl AT+CMGF=1

Recebido por SIM1: 30 de jan

PIN,0000

Enviada por 5IM1: 30 de jan

Recebido por 5IM1: 30 de jan

IACI( “«—
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20.2 “Gwcont” command
The “gwcont” command is used for configure GPRS and server parameters. The syntax of the command is:

gwcont,1, APN, PORT, IP, USER, PASS

Where:
1- It means only one SIMCARD (NOTE: on the Gateway just SIMCARD slot one is used)
APN is the carrier Access Point Name (APN)
PORT, IP is the server port and IP the gateway has to connect to the IRIS Server
USER, PASS is the apn username and password

20.3 “Ggwcont” command

The “ggwcont” command requests the GPRS & server parameters of configured on the Gateway. The syntax
of the command is:

ggwcont

Returns: ggwcont , APN, IP, PORT, Authentication ,USER, PASS

T Bl s
011957084277 \.

Pin,0000

Enviada por SIM1: 15h21
ACIKK
Recebido por 5IM1: 15h22

ggwcont

Enviada par 5IM1: 15h22

r

1,juliano,1,201.85.19.86,3000
1,jca,oi

Recebido por SIM1: 15023

Inserir mensagem

160

20.4 “Restart” command
The “restart” command resets the Gateway remotely. The syntax of the command is:

restart

Returns: ACK — it indicates that the message was accepted



20.5 “signal” command

The “signal” command returns information to help with diagnostics of the state of communications with
the gateway. Displays the current temperature and maximum temperature reached by the module among

others information. The syntax to send the command is:

signal

signal
Enviada por SIM1: 15h23

'SIRT 1€9C381
02022015181908 S(10)
GPRS: 3/1 -93dBm TEMP: 31
degrees
Recebido por 5IM1: 15h24
||n5erir mensagem 180

Returns this example:

SIRT 12345678 02022015 S(10) GPRS: 3/ 1 -61dBm TEMP: 31 degrees

Where:

Information Meaning

SIRT 12345678 Serial number of the meter

02022015 Date / time

S(10) General state of the sensors

GPRS: [0-3]/[0-1] See description below on the general state of the GPRS
-61dBm GPRS signal level (from -51dBm to -113 dBm)

TEMP: 31 degrees temperature in Celsius degrees

The state of GPRS connection is given by the indicators [0-3] / [0-1] representing:
[0-3] - Instantaneous state of connection to the server
0 = not connected
1 = performing input on GPRS network
2 =in process of authentication with the server
3 = successfully connected
Usually it is unlikely to see the states "1" and "2" because their transitions are fast.
[0-1] - The availability status of the GPRS network in place
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This information is obtained from the GPRS network, and represents a reliable basis for
determining whether or there is not any problem with the GPRS network in place (0 = GPRS not
available, 1= GPRS available)



The Sensus GmbH reserves the rights to modify or to update the information, character and
technical features described related to the product without previous notification.
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